Virtual Identity Server for Enterprise Group Management™
Active Directory Group Membership Management Made Easy

Most organizations have pre-defined Active Directory security groups deployed within an Active Directory
environment. These groups govern access and security rights to applications, network shares and docu-
ments on the network.

The challenge is not in deciding who should initially be in these groups. Instead, it is the up-keep and
maintenance of the group membership over time. Now, using Optimal IdM’s Virtual Identity Server for
Enterprise Group Management (VIS for EGM™), organizations can quickly and easily deploy a solution to
manage group membership in Active Directory groups.

VIS for EGM seamlessly integrates with Microsoft’s Identity Lifecycle Manager (ILM) via a management
agent to provide robust group management capabilities. Organizations that do not have ILM can still lev-
erage VIS for EGM by utilizing the standalone windows service that ships with the product.

VIS for EGM enhances the ILM deployment further by eliminating the need to have groups projected into
the metaverse, reducing managed objects and reducing processing time. Group administrators provide
the criteria for membership within a group that will be managed by VIS for EGM. The management agent
or windows service then adds or removes users to the group automatically without the need for custom
coding. Group or system administrators can even be e-mailed a report of the changes made.

Managing Active Directory Group Membership
and Maintaining Audit & Compliance Has Never Been Easier

3 Quick Steps to Enterprise-Wide En\t’;';_tur?;:%?;ﬂty;:;‘;e;:::;nt \
Active Directory Group Management P P g \
1. Determine which existing Active Directory Groups e Provides a codeless solution to add or to
that the Virtual Identity Server for Enterprise remove users from Active Directory groups
Group Management should maintain. automatically.
2. Define the group membership criteria for these e Membership to the existing Active Direc-
groups, using a point and click interface. tory group (s) is defined based on attrib-
utes on a user.
3. The Virtual Identity Server for Enterprise Group
Management now automatically manages mem- e As user attributes change over the lifecycle
bership to these Active Directory Groups. of the user, EGM automatically manages

group membership in near real-time; add-

ing to or removing users from the Active
Directory groups.
Identity Lifecycle Manager Integration and

Enhancements ¢ VIS for EGM can be configured to email
group or system administrators with a re-
e VIS for EGM enables the “memberOf” user at- port of the users that were added or re-
tribute to be read and write capable within the moved.

ILM metaverse. ] )
e VIS for EGM ships with a management

e VIS for EGM eliminates the need to import agent (MA) for Identity Life Cycle Man-
group objects into the metaverse to perform ager / Microsoft Identity Integration
group populations. Server ( ILM /MIIS). This management

agent supports full import & synchroniza-

e VIS for EGM simplifies an ILM deployment by tion, delta import & synchronization as
reducing the number of metaverse objects that well as export run profiles.
need to be imported and managed. * The enterprise group management features can also

be run as a standalone Windows service.
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Virtual Identity Server for Enterprise Group Management

Automate Active Directory Group Membership
Updates in Near Real-Time—Without Custom Code

Applying business rules based on user attributes, users
are automatically added or removed from
Active Directory groups.

MIS/ILM Virtual Identity Server for Enterprise Group Management™

VIS Group Manager maps
dynamic groups to AD

static groups. Dynamic
group membership is

based on user attributes.

‘

VIS Group Manager

Automated Active
Directory Group
Management Made Easy

Enterprise Group
Management can run either as
a management agent with ILM

or as a Windows Service

Users are added to or removed from
the Active Directory (AD) groups
automatically based on meeting the
criteria for membership to the group
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Static AD Group

@ "Employee Manager Group™

CN=Mike Brengs
EmployeeType=E
Title=Manager

%

CN=John Maring
EmployeeType=E
Title=Manager

Virtue;l Identity Server™

Dynamic groups are
mapped to static existing

Dynamic Virtual Group AD Groups

membership is determined
on-the-fly by VIS

:@-——ﬁ\

ip Filter: (&(employ E)(objectCl g
Dynamic Virtual Group Name: *Dynamic Employee Manager Group™
Maps to Static AD Group Name: "Employee Manager Group™

N

Technical Specifications

- Microsoft Windows Server 2003 & 2008

- .NET 2.0 Framework

- EGM runs as a MIIS / ILM management agent or standard Windows service
- An instance of the Virtual Identity Server™ running VIS for EGM or greater

About Optimal IdM, LLC.

Optimal IdM, LLC. is a leading global provider of identity management con-
sulting and software solutions. Headquartered in Land O’ Lakes Florida,
Optimal IdM provides sales and services through regional offices across the
United States and a growing network of resellers and distributors.

Optimal IdM’s customers include Fortune 1000 companies, as well as Fed-
eral, State and Local Government agencies in more than 12 countries on 4
continents. Founded in 2005, Optimal IdM is privately held and has been
profitable in every quarter since inception.

For more information on our products and services, please visit our website
at http://www.optimalidm.com or call +1.813.425.6351

Key Benefits

Provides an easy, codeless
mechanism to manage group
membership across multiple Active
Directory Forests.

Compliance and regulatory
needs are met by automatically
adding and removing users from
groups in near real-time.

Significantly reduces complex-
ity of an ILM deployment by re-
ducing the number of metaverse
objects that need to be imported
and managed.

Provides a codeless solution for
group population that leverages
and extends upon the existing in-
vestment in Microsoft environ-
ment.

Reduces the number of repli-
cated objects within an environ-
ment.

Achieve immediate and instant
payback. VIS for EGM deploys in
hours not weeks or months, saving
both time and money.

Seamless integration within a
Microsoft environment. VIS for
EGM is available integrated with
ILM as a management agent, or
can be run standalone as a win-
dows service.

Extends ILM by enabling the user
attribute “memberOf” to be read/
writeable within the metaverse.
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Optimal IdM, LLC.

2209 Collier Parkway, Suite 140
Land O’ Lakes, FL 34639
Email: Sales@optimalidm.com
Phone +1.813.425.6351
Fax +1.813.425.6351
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